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Global Construction and Engineering Services 
Company Lowers Malware Infections by 42% 
Wombat helps organization reduce susceptibility to cyber security attacks, saving 
hundreds of hours in remediation time 

The Challenge 

A large international construction and 

engineering services company had a 

phishing problem. Malware, viruses, 

and phishing emails were regularly 

infiltrating the organization, resulting 

in network disruptions and user 

downtime. 

The company’s IT security officer was 

concerned about these and other 

vulnerabilities. In addition to broad-

based phishing attacks, he was 

concerned about the potential for 

more targeted and sophisticated 

spear phishing emails. “I realized a 

simple search of our company website and the web at large revealed a lot of our internal email 

addresses, particularly management- and executive-level accounts,” he said.  

This is, of course, common with many organizations. Between websites and social media, contact 

information like email addresses and corporate phone numbers is often easily found by prospective 

customers — and by scam artists. For the IT security officer, knowing that the company had an existing 

phishing problem and putting that together with the fact that premium contact channels were publicly 

available made it clear that the organization needed to be more proactive about awareness and training. 

The IT security officer decided to use the information at his disposal to make the case for a security 

program. He created a mock phishing email and sent it to the email addresses he was able to identify 

through his public search. Armed with those results and the data from the actual phishing attacks the 

company had been experiencing, he approached the executive management team. 
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“To be honest, there was some disappointment with the executives in seeing the level of success those 

phishing attacks achieved, I think mainly because our business is so technical in nature,” said the IT 

security officer. “However, it became clear to us that technical knowledge and cyber security savvy can 

be two separate things.”  

The executive team overwhelmingly gave its support to the development of a security training program, 

with the intention to begin training in the company’s North American locations. All involved in the 

planning agreed that education and awareness needed to go hand and hand. 

“I think part of our problem was a real lack of understanding of IT’s role versus the role of the employee. 

The general approach to IT and security was an obstacle,” said the IT security officer. “A fair number of 

our staff seemed to think, ‘The IT department will catch me if I fall,’ or ‘IT would never let a bad email 

through.’” He said this portion of the employee population didn’t recognize that their interactions with 

emails, websites, and unauthorized devices like USB drives could have serious consequences. 

In addition to this lack of understanding, the company also has a very 

busy workforce. “More often than not, our employees are multi-tasking 

and working on a number of projects at once. I believe that, frequently, 

they react without thinking things through,” said the IT security officer. 

One of the goals of the awareness and training program, he said, was to 

gain more time between sight and action. “We felt that if we could gain 

a second or even a half of a second pause between the moment when 

an employee sees a link or a file and the moment when he clicks, in that gap lies the opportunity for a 

thought process in which the user ultimately decides, ‘Maybe this isn’t safe. Maybe I shouldn’t do this.’”   

The Solution 

In his search for a suitable education program, the IT security officer considered a few mock phishing-

centric programs before settling on Wombat’s more expansive methodology. Wombat delivers 

simulated phishing attacks via its PhishGuru® tool but goes beyond the email threat vector, giving 

organizations the opportunity to train employees about numerous cyber security threats. The goal of 

the Wombat methodology is to drive long-term behavior change, which in turn reduces risks. 

“Certainly, we felt the phishing component was extremely valuable. And I think the ‘in the moment’ 

teaching of the simulated phishing attacks gives our employees a personal and useful experience,” said 

the IT security officer. But he and others in the organization recognized the value that Wombat’s 

additional assessment and training components could offer. 
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“From a learner’s perspective, we felt our employees would benefit from the structure of the training 

modules,” said the company’s learning and development (L&D) consultant. “The training is engaging and 

interactive, and it was a really good fit for our audience. The modules are short and snappy, and having 

the questions throughout is much more effective than leaving everything until the end of the module.” 

Wombat’s USBGuru® assessments, which allow organizations to plant “infected” flash drives around 

their locations and track access, were also a selling point. “Our IT groups gave very positive feedback 

about participating in the USBGuru exercise,” said the IT security officer. “For them, USB-driven malware 

infections is a known issue, particularly in some of our other locations around the world.” Running the 

assessment in North America was a valuable opportunity to establish a baseline.  

“In our experience, infection vectors are different in our different locations. Cyber hygiene tends to be a 

bit better in North American than in other regions,” said the IT security officer. “Knowing that, we felt 

the exercises we would undertake with our U.S. and Canadian employees would give us a good sense of 

how to approach awareness and training from a global perspective.” 

Implementation 

The organization engaged with the Wombat Managed Services team, who designed and executed an 

awareness and training program to the company’s specifications. “The Managed Services option offered 

by Wombat made our decision that much easier,” said the IT security officer. The program was delivered 

via the Wombat Security Education Platform, an intuitive web-based interface that allows organizations 

to schedule, manage, and measure assessments and training assignments. With this all-in-one tool, 

knowledge assessments, simulated attacks, and training cycles can easily be repeated at targeted 

intervals, and administrators can analyze results as they go and respond accordingly. 

The program included three Wombat assessment tools: PhishGuru, USBGuru, and CyberStrength®, the 

latter of which allowed the company to gauge their employees’ understanding of best practices related 

to web browsing, password creation and use, social engineering, and mobile device security. Training 

modules associated with these assessment areas were assigned to employees on a voluntary completion 

basis, with additional modules available to those who wanted to take them. 

In its initial phase, the company rolled out training to nearly 2,500 users 

based in the U.S. and Canada. The mix included full-time employees and 

contractors. The company communicated with employees in advance that a 

training program was forthcoming, but they kept the announcement 

general and sent it well before the first simulated phishing email. “We 

wanted that mock attack to be as blind as possible,” said the IT security 

officer. “We didn’t want people to expect it to be coming.” 

“The training is 

engaging and 

interactive, and it 

was a really good fit 

for our audience.” 
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The Results 

42% Reduction in Malware Infections and a Significant Decrease in Remediation Hours 

In a four-month span a year prior to the training, the organization experienced 1,891 malware infections 

globally. A year later, during the same four-month span — right in the heart of the training cycle — 

global infections dropped to 1,099, a 42% year-over-year reduction.  

That reduction in malware infections translated into a significant time savings for the company’s IT staff 

and its employees. According to the organization’s internal calculations, the 792 infections — the year-

over-year change — would have resulted in more than 360 hours in remediation time for the IT staff and 

more than 72 hours of lost productivity time for employees. 

Reduction in Susceptibility to Phishing Attacks 

The organization sent four simulated phishing emails to nearly 2,500 employees over eight months: 

 The first email, a less sophisticated template and message, was sent prior to the start of training 

 The second email, a more sophisticated template and message, was sent early in the training cycle 

 The third email, again a less sophisticated mock attack, was sent shortly after the halfway mark of 
the training cycle 

 The final email, a more sophisticated message that included the employees’ first and last names, 
was sent near the close of the training cycle 
 

In comparing the similar attacks, the company realized a significant reduction in their employees’ 

likelihood of clicking phishing emails: 

 Less sophisticated mock phishing emails – The first email had an 18.63% click rate while the third 
email had a 4.21% click rate. This 14.42% reduction equates to a 77% improvement. 

 More sophisticated mock phishing emails – The second email generated a 39.45% click rate while 
the final email generated a 20.53% click rate. This reduction represents a 48% improvement from 
the initial sophisticated email. In addition, the company’s overall failure rate on the fourth email was 
nearly 16% lower than the average among other organizations who received this mock attack. 

  

“The ‘in the moment’ teaching of the simulated phishing attacks gives our employees  
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More than 50% Reduction in USB-Related Activities 

The organization used the USBGuru assessment tool twice, once prior to training and once following 

voluntary completion of an education module that specifically addressed proper use of USB drives. The 

pre-populated test drives were distributed in 13 of the organization’s North American offices in both 

assessments. During the follow-up assessment, there was notable improvement in two key metrics:  

 55% reduction in the number of individual employees who accessed test devices 

 57% decrease in the number of devices that were accessed during the assessment cycle 
 

Looking Forward 

In addition to positive measurements and statistics, the company saw some changes in their employees’ 

behaviors on a day-to-day basis pretty quickly after the training had kicked off. “I noticed in a short 

amount of time that people got a lot more paranoid about opening emails. That was a very positive 

early sign of success,” said the IT security officer. “And in general, conversations I’m overhearing show 

that people are more aware. They are discussing phishing and other topics amongst themselves.” 

The L&D consultant also witnessed favorable changes following the 

training. “Anecdotally, there has been a lot of good feedback. Many of 

the people I spoke to felt they had learned a lot,” she said. “We’ve 

obviously seen the value of the training for our current employees, but 

we definitely see how important it could be for new hires as well, to get 

them up to speed and started on the right foot.” 

The receptiveness to training overall was proven by the generous number of users who went well 

beyond their training assignments to complete the full set of Wombat training modules. In addition, a 

number of employees were interested in extending the training beyond the workplace. “We had quite a 

few people ask if they could share the modules at home, with their family members,” said the IT security 

officer. “This was a clear indication of how useful they found the training to be.”  

Given the favorable response and the significant improvements the company has seen associated with 

the training in North America, the organization is hoping to roll out similar efforts in some of its other 

global locations. “I have recommended internally that we do this type of training in other offices. I think 

it’s particularly important that we extend it to some of the more susceptible regions,” said the IT 

security officer. It’s likely the organization would continue to rely on Wombat’s Managed Services to 

administer the program. “It was really to our advantage to be able to leverage the education 

background and expertise of Wombat through its Managed Services.” 

“I noticed in a short 

amount of time that 

people got a lot more 

paranoid about 

opening emails.” 
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